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Microsoft has conspired to make proprietary hardware and UEFI for the BOIS so Linux does not run... 

I still use older Legacy BIOSes and Cheap Computers : IBM Lenovo T400/T420/T61/T60/X200/X201 and 

Eee PC 1005 HAB / Eee PC 900A / MSI Wind Netbook all on Kubuntu and Puppy Linux Bionic 32 ... 

Dell Inspiron 11 Blue with Artix and Emmc has Veracrypt Built in with Artix having Veracrypt Also . 

On Linux I can encrypt a .7z as AES-256-CBC with LZMA Compression on Calculate Linux Scientific and upload 
it to the Cloud on Icedrive and Google Drive, then Box, and then View that secret file on RAM Disk Live 
USB .. 

If Live USBs Exist than Pizzagate is Definately Real, think about it Peer2Peer Poop that is illegal on RAM 





If you want to reset a BIOS, get the latest BIOS Update ROM and remove the clock battery and hold Power 
The BIOS determines your CPU clock Speeds which can be changed an underclocked (what I do in Puppy Linux) 


The BIOS determines all the hardware, if is out of date, web browsing will say (connection not secure) 
One thing about Windows is when you put in more ram on say XP and remove it it crashes, Linux the Opposite 


Note: Always, always, always back up everything, know what you are doing, have the OS . 

Linux is not for everyone, Mac OS can still be audited su/sudo/doas/sudoedit chmod -R 000 .. 
Getting to know your BIOS: (always back up your stuff before re-installing Linux or Mac) 

What you can do (disable bluetooth) (speed up the boot process) (change CPU Speeds) 

What are the keys (while the Option/alt (~) key is pressed on Mac) (Have a copy of Mac OS) 

Apple has a startup manager, whilst PC's have a Very Easy BIOS that has actual Settings ... 

Other Common PC's My T400 IBM (F1 F12 F11 F2 Del Shift Del at very boot Super Key R on some) 
Always always always back up everything, never lock it with a BIOS Password unless you want 

to risk permanently locking yourself out the machine (I only only do it to lock people out) 

(I backed up the password everywhere else and put it in an Ammo Can so, I had a plan) 

The cool thing about Kubuntu and Manjaro and other Linuxes is you can Luks Drive Encrypt . 

I combine it with a BIOS Passwd and set root and usr passwd to date | base64 * 5 ctrl-s-v ... 

I first started using different Operating Systems when I had my OS break on me ... 

It had I bootkit because I was a dumb teenager, To be Productive I use Kubuntu a Standardized .. 

I would re-install Windows, then I realized it was much easier for me to run Linux, it was 

free, it was a little harder to infect, FreeBSD/GhostBSD audited their security also ... 

I was still using Windows XP and discovered Puppy Linux, then I moved to other Linux Distros 

Artix, Calculate Linux, Pentoo, Kali, Parrot security 0S, Knoppix, Kubuntu, Ubuntu, Linux Mint, 
Manjaro, (Haiku OS non-linux), Hobbyist Operating Systems, AROS, FreeDOS, Porteus, Debian, Arch 
Right now I am on Calculate Linux XFCE Scientific, Kubuntu, Artix, that's it ... 

I brought a Linux Distro to School once and the BIOS Passwd would not allow it Slax Live USB ... 

I was not expelled or anything, I was marked and red flagged for bringing drugs to school once .. 
Linux makes Live USBs by dd if=f.iso of=/dev/sdx bs=1M count=4096 ; cat f.iso >/dev/sdx ; 

yes >/dev/sdx ; <erases the dive better than Active@KILLDISK or Derick's Boot n' Nuke ... 3 

fdisk -l < list drives as super user su root / sudo -i sudo fdisk -l / gparted / gnome-disks .. 
Pen Testing Distros are not for Personal Use and are not Audited ... 

One of my best Security Audits is to chmod -R 000 / 777 su/sudo/gksudo/doas/ssh-agent/sudoedit 
ssh-agent/cupsd/avahi/avahi-daemon in /etc/ cd /etc/default /sbin/ /usr/sbin /usr/bin/ /bin/ 

Then I scramble the shadow password files with sudo -i / su (install all packages+update ) 

passwd root/usr/guest/tux/other ; date | base64 ; copy / ctrl-shift-v-five-times ... 

Universal Password for all users including root is : 
V2VkKIDAZIE1hciAyMDIxIDEy0j1Ix0jUwIFBNIFBTVAo0=V2VkIDAzZIE1hciAyMDIxIDEy0j1Ix0jUwIFBNIFBTVAo=V2VkIDAzZIEthc iAyMD 
IxIDEy0 j 1x0 j UwIFBNIFBTVAo=V2VkIDAzIE1hc iAyMDIxIDEy0j 1x0 jUwIFBNIFBTVAo=V2VKIDAzIE1hc iAyMDIxIDEy0j 1x0 jUwIFBN 
IFBTVAo= 

Malware sniffs out shadow passwords, Remote Access Tools can evade any Anti-Virus Software real easily ... 
The Computer and User Names are usr so nothing really shows, GUFW firewall is Incoming Rej Pub, 

Mac Address is Spoofed to f4f4f4f4f4f4 or RANDOM and DNS is 1.1.1.1 / FreeeDNS*Zone or 45.60.1.1 .. 
FreeDNS*Zone is better than OpenDNS becuase it does not log your data Like Woke OPENDS does .. 

In reality I would not ever use Tor as the DNS Queries are leaked and relay nodes are compromised . 
I would never use I2P either except for Dark Web Stuff, because that is compromised too... 

Also many linux distros still have Systemd, nosystemd*org ... GhostBSD use PF instead of hacked IPTABLES 


PF does more stateful inspection than IPTABLES, you can look up how to disable ICMP ECHO Ping in Linux, 
Disabling ICMP Echo Ping In Linux stops some denial of service Attacks, There is no perfect Audit Period 
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